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Chapter 1

IN THIS CHAPTER

»» Getting the basics about virtual 
machines

»» Understanding virtual machine backups

Understanding VM and 
VM Backup Concepts

Server virtualization is one of the most disruptive innovations 
of the past twenty years. It is a foundational technology in 
cloud computing and has been widely deployed by busi-

nesses of all sizes in both on-premises data centers and in the 
public cloud. Today, virtual machines (VMs) host practically any 
workload from mission-critical enterprise applications to dev/
test environments supporting DevOps pipelines.

Like any other server in your data center, backing up and restor-
ing VMs reliably and efficiently is a must for business continuity 
and disaster recovery. In this chapter, you learn about the basics 
of VMs and VM backups.

Looking at VM Basics
A virtual machine (VM) is created on a physical host such as a 
desktop computer or, more typically, a server. The host runs a 
hypervisor (such as ESXi in VMware vSphere) which allows one  
or more “guest” operating system and application to run at 
the same time as VMs on the host. The hypervisor manages  
the dynamic allocation of the host’s hardware resources — CPU,  
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memory, network interface card(s) (NIC), and disk(s) — to each 
VM running on the host (see Figure 1-1).

Some of the most common use cases for VMs include the following:

»» Workload consolidation: Multiple application workloads 
with different requirements can be run on separate VMs to 
avoid potential interoperability issues between applications 
running on the same server and to take advantage of 
unused capacity on a physical server. For example, some 
applications may only be busy at certain times (such as 
during business hours or at the end of the month) while 
others may run primarily during “off” hours (such as nightly 
batch processing).

»» Rapid provisioning and dynamic scaling: VMs can be 
quickly “spun up” from an image or clone without having to 
first wait for physical hardware to be purchased, received, 
and installed in a data center rack. This capability is particu-
larly well-suited for temporary server needs, such as a 
short-term project or dev/test environment. Additional VMs 

FIGURE 1-1:  The hypervisor dynamically allocates 
hardware resources to VMs running on the physical host.
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can also be automatically “spun up” (scale up) to support 
periods of peak demand then “spun down” when demand 
drops (scale down).

»» Business continuity and disaster recovery: VMs can be 
used for business continuity and disaster recovery scenarios 
to support rapid recovery time objectives (RTOs) without 
requiring businesses to purchase and maintain physical 
hardware for a “cold” site.

The business benefits of virtualization include the following:

»» Increased agility and faster time-to-market through rapid 
provisioning and flexible deployment options

»» Reduced capital investments for server hardware (particu-
larly when VMs are deployed in the cloud)

»» Lower operating expenses for data center space, electricity, 
and cooling

Introducing VM Backups
VM backups are not the same as physical server backups. For start-
ers, scheduling backup jobs is typically a “set it and forget it” task: 
You create your backup schedule once, then leave it alone unless 
there are issues that need to be addressed (such as a job not com-
pleting during the backup window) or changes that need to be 
made. But if a group of VMs all start their backup jobs at the same 
time and those VMs happen to be on the same physical host dur-
ing a given backup window (remember, VMs can dynamically move 
to different physical hosts without human interaction), then there 
may be trouble afoot! It is possible that you can overwhelm both the 
hypervisor running on that physical host as well as the hardware 
resources (CPU, memory, NICs, disk) on that physical host bringing 
everything to a screeching halt—or at least a painfully slow grind.

Snapshots
You can address some of these challenges with image-level back-
ups, or snapshots. A snapshot captures a point-in-time copy of 
critical files that comprise the VM. In VMware, these files include 
the VM configuration files (.vmx and .vmxf) and virtual disk files 
(.vmdk), among others. However, snapshots by themselves are 
not backups. There are many key differences between snapshots 
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and backups, but most importantly, you cannot restore a VM 
from a snapshot if the original virtual disk is deleted or otherwise 
unavailable (for example, due to a storage failure).

Snapshots are typically used to back out failed software updates 
and other similar use cases. Think of a snapshot as an undo but-
ton whereas a backup is more like copy and paste.

Agentless backups
Agentless backups allow VMs to be backed up via a proxy server 
without installing backup agents on individual VMs. This capability 
provides many advantages over agent-based backups including:

»» Less maintenance overhead: Agents don’t need to be 
installed or updated on individual VMs.

»» Minimal impact on VMs: Local resources on the VM are not 
used for pre-processing and data compression.

»» Faster backups: Multiple proxy servers can provide load 
balancing and multiple VMs (and .vmdk files) can be backed 
up in a single job.

Backup consistency
Backup (data) consistency is a critical characteristic of a backup 
solution. There are several levels of backup consistency as follows:

»» Inconsistent backup (“just okay”): Essentially, a simple file 
copy operation that skips system memory and locked files.

»» Crash-consistent backup (“good”): Basically, a snapshot of 
all files on a disk, excluding open files and pending input/
output (I/O) operations.

»» File-level consistent backup (“better”): All files are backed 
up with the latest updates, excluding ongoing transactions.

»» Transaction-consistent backup (“best”): All data from the 
same point-in-time is backed up, including completed 
transactions.

Data consistency is the sum of validity, accuracy, usability, and 
integrity of data between applications and across an operating 
system.

These materials are © 2022 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.
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Chapter 2

IN THIS CHAPTER

»» Recovering critical workloads

»» Restoring your applications

»» Getting your data back

Focusing on Recovery

Many may see backup as the most important task in the 
data center, but remember we back up so that we can 
recover critical data, workloads, and systems for various 

reasons ranging from disaster recovery to data reuse that enables 
business acceleration. In this chapter, you learn how recovery dif-
fers for virtual machines (VMs), applications, and data.

Recovering a VM
Recovery is the one thing that requires the flexibility to meet your 
specific needs with the confidence that you can reliably recover 
when and where needed. The real question to ask is, “which 
workloads, applications, and data are most important to my busi-
ness, and which recovery methods best meet our needs?”

While many recovery methods are available for many varied types 
of data, applications, and workloads, ultimately you must choose 
which ones work best to achieve your recovery time objectives 
(RTOs) and meet your service-level agreements (SLAs).

Recovering a VM from backup requires some planning and test-
ing to ensure you can meet your RTOs and SLAs for a broad array 
of recovery scenarios. For VMware backup, there are different 
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levels that can be protected — ultimately based upon your recov-
ery needs. Solutions like Veeam Backup & Replication will provide 
block-level, image backups that may be leveraged for a full spec-
trum of recovery options including:

»» Host-level VMware backup: Apply VMware backup at the 
host level to ensure that you capture all of the VMs currently 
residing on the host as well as all the storage, configuration, 
and metadata needed for even the most demanding 
recovery scenarios — including disaster recovery.

»» Guest-level VMware backup: Within each vSphere host, 
you can choose to select individual guests to include or 
exclude from VMware backup. This method allows you to 
protect individual guest-level operating systems (OS) and 
their associated files so that you can perform object-level 
recovery at the guest OS level.

»» Changed Block Tracking (CBT): For all VMware backups, 
VMware provides a built-in capability that journals all 
changes made to a guest at the block level. Taking advantage 
of CBT allows VMware backup products like Veeam to only 
protect the actual data blocks of what has changed since the 
last backup, resulting in a much faster, smaller VMware 
backup.

Also, take advantage of advanced settings for VMware backup, 
including VMware Tools quiesce, which will help to freeze the file 
system during VMware backup. Backup software that supports 
VMware Tools quiesce for VMware backup will capture all blocks 
necessary for crash and application-consistent backups.

Comparing Application Recovery 
and VM Recovery

There are a lot of problems that can arise requiring a system or 
data to be recovered from backup. Fortunately, there are a lot of 
recovery scenarios too.

Be sure you know all of your recovery options and that you’re 
familiar with the process for each option so that you can recover 
quickly and correctly.
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Some problems can be resolved by simply restoring a file. Oth-
ers may require you to restore an entire VM. Sometimes, just an 
application item (for example, a SQL database) is all that needs to 
be restored.

However, there’s also a risk of restoring too much. For example, a 
VM might have multiple SQL databases running on it for various 
enterprise applications. If only a single application needs to be 
restored but you instead restore the entire SQL VM, all applica-
tions that connect to that SQL VM will be reverted to the restore 
point along with the single application that needed to be restored. 
Just restoring the database associated with the single application, 
instead of all the databases on the VM, will keep everyone else 
online and uninterrupted.

Instant VM Recovery is a great capability to have — especially 
when bad things happen, such as a storage area network (SAN) 
failure, deletion of a VM, and so on. There’s no quicker way to 
recover a system, especially to a different host or cluster.

Establishing RTOs and SLAs for Data 
in VM Backups

Many organizations today are considering modernizing their 
data protection solution. The main catalyst for change: improv-
ing RTOs and SLAs, according to the Veeam 2021 Data Protection 
Report.

With the confidence that your VM workloads and data are always 
protected and available, you can achieve new levels of operational 
excellence and realize business and productivity benefits such as:

»» Enable digital resiliency. A modern data protection enables 
fast and reliable backup and recovery while reducing the 
overhead and cost of legacy data protection, providing 
recovery options against ransomware threats, and ensuring 
organization-wide data protection.

»» Improve data accessibility and management. Modern 
data management increases availability through automated 
and instant recovery, keeping data platforms healthy without 
manual intervention, and reducing compliance risks. 
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Managing data without automated processes reduces 
efficiency and can increase recovery time. Systems need 
automated processes to simplify management and recovery 
while reducing risk.

»» Drive innovation. Innovation accelerates when data is 
readily accessible. Legacy backup solutions can trap data in 
storage silos, not allowing it to be easily re-used. Modern 
data management can help unleash this data, driving better 
business outcomes. Backup can become more than just 
backup. It can be a powerful central repository of data that 
drives better business analysis, stronger decision making, 
rapid development, and richer customer experiences.

VEEAM INSTANT VM RECOVERY
VMware vSphere became immensely popular in the late 2000s as a 
better alternative to deploying costly physical servers in the data cen-
ter. Unfortunately, backup technology at the time treated VM backups 
the same as physical backups. This approach quickly ran into serious 
challenges, most notably, performance bottlenecks. For example, if 
multiple VM workloads on the same physical host were being backed 
up at the same time, the physical host’s CPU, memory, and network 
resources often would be quickly overwhelmed causing backup jobs 
to fail or exceed the time allowed for backup windows.

In October 2010, Veeam changed the world of VM backups forever. 
Instant VM Recovery in Veeam Backup & Replication can back up an 
entire VM in less than one minute. This groundbreaking innovation 
provides a better way to perform a full VM backup (and restore) and is 
the standard against which all other VM backup and restore solutions 
are measured today.

Instant VM Recovery allows you to instantly boot a VM directly from 
the backup repository. The backup repository acts as a Network File 
System (NFS) datastore that is mounted to an ESXi host. VM data from 
the repository NFS datastore can be transferred back to the produc-
tion datastore using either Veeam Quick Migration or VMware 
Storage vMotion.
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Leveraging VMware 
Backup in a Modern 
Hybrid Cloud World

In this chapter, you look at complexity in the modern IT ecosys-
tem and its implications for backup and recovery, and how to 
leverage the cloud for backup storage, disaster recovery, and 

off-site resiliency.

Recognizing Complexity in 
the IT Ecosystem

The modern enterprise IT ecosystem is more expansive and  
powerful than ever. But, with great power comes great . . . com-
plexity! Business infrastructure is deployed around the world in 
on-premises data centers and clouds of all sorts — including 
public, private, and edge. Applications no longer run on mono-
lithic three-tier physical servers: Instead, they’re installed on 
virtual machines (VMs) that move dynamically in the data center 
and in the cloud, or they’re built on a microservices architecture 
that may be composed of thousands of ephemeral containerized 
services running in hybrid multi-cloud environments.
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At the same time, the IT ecosystem has never been more critical. 
The ransomware attacks against Colonial Pipeline and JBS Foods 
in early 2021 demonstrated the vulnerability of our supply chains 
in critical industries and the cataclysmic impact of increasingly 
prevalent cyberattacks. According to the Veeam Data Protection 
Report 2021, the average cost of downtime is $84,650. Indirect 
costs of downtime compound the direct costs and can include:

»» Loss of customer confidence

»» Brand reputation damage

»» Opportunity cost

»» Potential litigation

»» Contract breaches (including service-level agreements)

Business continuity and disaster recovery — underpinned by fast 
and reliable backup and recovery — have thus taken on renewed 
importance in the IT ecosystem.

Taking Advantage of Cloud Storage 
for Backups

As businesses adopt cloud-first strategies, deploying new work-
loads to the cloud while migrating their existing on-premises 
workloads to the cloud and re-factoring legacy applications for 
the cloud, leveraging cloud storage for their backups becomes 
increasingly attractive.

Simply put, the cloud is the best way to implement an off-site 
backup strategy. The cloud offers many advantages including:

»» Practically unlimited scalability for growing backup storage 
needs, including long-term retention for compliance purposes

»» Lower costs for cloud storage services consumed as an 
operating expense rather than a capital investment

»» High performance and throughput for backups of workloads 
and data hosted in the cloud, utilizing the cloud provider’s 
network backbone

As part of every organization’s ongoing efforts to improve IT data 
protection, there are five critical stages that follow a progressively 
more sophisticated data management model:
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1.	 Backup: reactive recovery — Organizations at this stage 
typically use expensive, complex, and unreliable legacy 
on-premises data protection solutions.

2.	 Aggregation: protection across workloads — Organizations 
at this stage begin to understand the value of enterprise data 
and implement cloud-based data protection across multi-cloud 
environments.

3.	 Visibility: from reactive to proactive — Organizations at 
this stage have well-protected data and applications and 
strive to optimize their data use across systems to gain a 
competitive advantage.

4.	 Seamless orchestration — Organizations at this stage can 
harness their diversity of data and applications in multiple 
sites/clouds by automatically moving data/workloads to 
wherever they generate the most value.

5.	 AI-driven automation — Organizations at this stage leverage 
artificial intelligence (AI), the Internet of Things (IoT), and the 
cloud to automatically determine the right time and place to 
protect, replicate, migrate, and move data and applications.

Making Cloud Backup Part of Your 
Disaster Recovery Plan

Disaster recovery is often one of the first use cases that busi-
nesses undertake when first adopting a cloud strategy. The cloud 
is a natural fit for disaster recovery because it makes it possible 
for a business to re-create their on-premises data center on vir-
tual infrastructure at a remote location in the event of a disaster. 
This approach also has the advantage of not requiring a business 
to maintain a physical “cold site” data center, hardware, and 
software in a remote location.

Understanding the Need for Off-Cluster 
Storage

The 3-2-1 rule of data protection is intended to move your criti-
cal backups out of the data center “danger zone” in case primary 
data services are lost or unavailable. Organizations can rely on 
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the offsite backup to restore data for operations to another site. 
Similarly, recording backup data onto multiple media reduces the 
possibility of media failures or loss; for example, due to a ran-
somware attack.

The 3-2-1 rule of data protection states that three copies of data 
should reside on two different media, with one copy offsite.

Backup to tape, scale-out to object storage, and standby cloud 
repositories are all viable options for organizations looking to 
implement the 3-2-1 rule.

VMware COMPONENTS AND 
INTEGRATIONS
VMware includes many powerful components and integrations to 
help customers backup their VMs. Here’s a quick overview of just a 
few:

•	Virtual switching provides a similar concept to traditional net-
working; however, the switching happens on the VMware solution 
itself. There are many options with standard virtual switches and 
distributed switches.

•	 vSAN provides a software-defined storage solution as an alterna-
tive to legacy primary storage, making it a great option for mission-
critical data storage requirements. vSAN is one of the key building 
blocks of VMware Cloud Foundation (VCF), which enables vSphere 
to be run on premises, in the public cloud, and on many private 
cloud networks.

•	VMware tools enable important backup capabilities such as 
determining the IP address or operating system version of a VM 
and enabling heartbeat and ping tests on a VM.

•	VMware application programming interfaces (APIs) make it 
possible to perform application-aware backups for Windows VMs 
without a direct network connection.

•	 vSphere Tags allow you to include additional information for 
vSphere inventory objects in order to make them easier to man-
age, for example, by categorizing objects based on an application 
type, RTO requirement, or service-level agreement (SLA) metric.
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Five Tips for Better 
Virtual Machine Backups

Here are five tips to help you ensure optimum backup  
and recovery performance in your VMware vSphere 
environment.

»» Don’t treat snapshots the same as backups. Storage 
snapshots don’t replace backups, but they can help minimize 
data loss in many situations. Some important challenges that 
need to be addressed in snapshots include:

•	 Storage volume growth — The storage attached to your  
VMs can grow very quickly depending on how frequently 
you create snapshots and how long they are retained.

•	 Performance impact — As your storage volume grows, the 
performance of you VMs may be negatively impacted, 
and if you run out of space on the volume your VMs  
may come to a crashing halt.

•	 Retention management — Managing retention policies for 
different VMs can be cumbersome.

•	 Improper recovery — If your snapshots aren’t application 
aware, it may not be possible to properly restore a  
VM from a snapshot.
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»» Use a VM-aware backup agent. Your backup software 
should be optimized for virtualized environments to ensure 
other backup jobs (and production workloads) aren’t 
negatively impacted when backing up a VM, for example, by 
not backing up every workload on a single physical host at 
the same time. VM-aware backups are more efficient and 
will also backup additional information that is needed to 
restore a VM, such as the VM configuration. Install VMware 
tools and take advantage of the VMware vSphere application 
programming interface (API) to enable application-aware 
image processing and other important backup and restore 
capabilities.

»» Leverage the cloud for disaster recovery. One of the great 
benefits of a virtualized environment is workload mobility —  
being able to dynamically move VMs to different physical hosts 
in the data center or to a different data center altogether. Why 
not extend that mobility to the cloud? The cloud is an ideal 
location for off-site storage of backups and has increasingly 
become a key component of disaster recovery plans.

»» Ensure application consistency in your backups. Ultimately, 
the goal of backing up your VMs is to be able to restore critical 
applications and services — as well as their associated data —  
if necessary. Be sure your VMs are in a steady state before 
backing up your applications to ensure they can be reliably 
recovered.

»» Align your backup and recovery strategy to your 
business needs. Be sure you understand your business 
requirements and how recovery time objectives (RTOs) and 
recovery period objectives (RPOs) for different applications 
affect your backup schedules and retention periods.
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