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Cloud computing and storage have transformed how organizations operate. While these models
offer an attractive combination of scalability, flexibility, and cost-effectiveness, they also
come with security challenges, especially related to data protection and application security.
As organizations deploy applications on AWS, they must recognize the shared responsibility
model, which delineates AWS’s responsibility for infrastructure security while leaving customers
accountable for securing their data and applications.

In that respect, file security is a critical piece of the security puzzle in cloud security.

That involves protecting sensitive files from threats such as malware, ransomware, and
unauthorized access while preventing data breaches to maintain compliance with regulations
such as HIPAA, PCI-DSS, and GDPR.

This whitepaper will look at the key regulatory compliance frameworks that intersect with file
security across multiple industries from finance, healthcare, to government. It will also address
the pressing needs of file security for AWS cloud applications, outline key best practices, and
highlight how OPSWAT MetaDefender® for File Security, along with AWS, can effectively enhance
security and compliance in AWS cloud environments.
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Sh a red Res po nSi b i lit i es i N Customers’ Responsibilities Include:

Data Security

Securing Cloud Applications

as Amazon S3 [Simple Storage Service] and Amazon RDS

The AWS shared responsibility model is foundational to understanding cloud security. AWS manages the security (Relational Database Servicel, or applications deployed on
of the cloud infrastructure, which includes physical security, network security, and the hypervisor. However, Amazon EC2 (Elastic Compute Cloud).

customers are responsible for securing everything they put in the cloud, including applications, data, and

user permissions.

Access Management

Understanding these responsibilities will help organizations develop an effective strategy to address security

concerns in the cloud and position themselves to meet compliance requirements. Configuring identity and access management (1AM

policies to control user access to AWS resources.

CUSTOMER DATA SOFTWARE . .
File Security
Platff\rm’ Application, Identity, Compute Storage Implementing solutions to protect files from threats and
CcCcess Management
ensuring compliance with industry regulations.
) Database Networking
Operating System, Network,
Firewall Configuration CUSTOMER AWS
Responsibility ~ Responsibility Hardware/ AWS Network Security
Client-side Data Encryption for Security for Security Gleballinfrastiictiine
& Data Integrity Authentication “In” the Cloud “Of"” the Cloud Setting up virtual private clouds [VPCs], security groups,
Regions and network access controls to safeguard data in transit.

Server-side Encryption

[ File System and/or Data ] o
Availability Zones

Networking Traffic Protection

[ Encryption Integrity, Identity ) Edge Locations

Source: https://aws.amazon.com/compliance/shared-responsibility-model/




Why File Security
in AWS Cloud
Environments?

As organizations leverage AWS services, the volume of files
being uploaded, shared, and accessed in the cloud increases.
This creates a vulnerable attack surface for threat actors to
exploit malicious files that allow them to move laterally within
your environment or compromise your cloud systems. File-
borne threats, pose significant risks to cloud environments,
and failure to secure against these threats could lead to costly
penalties and reputational damage.

Organizations that neglect
file security face the
potential for significant
consequences, including
financial losses and
business disruption.

The Cost of Inaction

Adherence to strict compliance
requirements is another major area of
concern, especially for organizations
operating in regulated industries.

Organizations that neglect file security face
the potential for significant consequences,
including financial losses, reputational
damage, and business disruption. Data
breaches can result in the loss of sensitive
information, leading to lawsuits and
damage to customer trust. Implementing
robust file security measures is essential
for protecting organizational assets and
ensuring compliance.

Finance (PCI-DSS]

Financial institutions are required to protect cardholder
data, and compliance with PCI-DSS requires secure
handling of sensitive files. File security solutions help
prevent unauthorized access and data breaches.

Healthcare [HIPAA)

Protecting PHI [protected health information] requires
stringent measures for data security, including
encryption and access controls. File security solutions
help ensure that files shared within AWS comply with
HIPAA regulations.
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for Malware
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General Data Protection [GDPR)

Organizations that handle personal data of EU citizens
must comply with GDPR, which requires protective
measures for all files containing Pl [personally identifiable
information] and other sensitive data.

Government [FedRAMP)

Federal agencies must meet the security standards set
forth by FedRAMP, which include requirements for securing
data in the cloud.

Network Access
Management

Stored Policy
Management
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Best Practices for Securing
Files in AWS Cloud Applications

To effectively secure AWS applications and meet compliance requirements, here are the best practices for
organizations to implement:

Leverage AWS Security Tools

AWS offers a range of security tools and services that
can enhance file security:

AWS |IAM (Identity and Access Management]:

Use |IAM to enforce fine-tuned access controls,
ensuring that only authorized users can access
sensitive files.

Amazon S3 Bucket Policies: Implement policies
to restrict public access and encrypt sensitive data
stored in Amazon S3.

AWS CloudTrail: Monitor and record events of
activities within AWS to identify potential security
incidents and ensure compliance.

Secure Data in Transit and at Rest

Organizations must ensure that data is protected both
in transit and at rest:

e Encryption: Implement encryption for data stored
in AWS services [e.g., Amazon S3 and Amazon RDS]
and use TLS (Transport Layer Security] for data in
transit to protect sensitive information.

e Access Controls: Enforce strict access
controls and use multi-factor authentication [MFA)
to safeguard access to sensitive files
and applications.

Monitor and Audit File Activity

Continuous monitoring and auditing of file activity are
essential for maintaining security and compliance:

¢ Logging and Reporting: Utilize AWS CloudTrail
and MetaDefender’s centralized reporting features
to log file activity and generate reports for
security visibility.

e Regular Security Audits: Conduct periodic
security audits to identify vulnerabilities, assess
compliance with regulations, and ensure that
security measures remain effective.

Educate Employees on Security
Best Practices

Employee awareness and training are critical
components of a successful security strategy:

e Security Training Programs: Develop training
programs that educate employees about file
security, data protection policies, and compliance
requirements with trusted certification programs
like OPSWAT Academy™.

¢ Phishing Awareness: Educate employees about
the risks of phishing attacks and how to identify
suspicious emails and file downloads.

Implement Robust
File Security Solutions

Integrating multi-layered file security solutions
allows organizations to protect themselves from
file-borne threats:

e Multiscanning: Leveraging not one, but multiple
anti-malware engines to scan files improves
detection rates and minimizes the risk of
undetected malware infiltrating your systems.

¢ File Sanitization: CDR (content disarm and
reconstruction] technology removes potentially
harmful content from files to ensure that the
sanitized files meet compliance standards.

o Data Loss Prevention [DLP): DLP solutions scan
files for sensitive data, preventing unauthorized
access and aiding regulatory compliance.

Conduct a Comprehensive
Security Assessment

Before deploying applications in AWS, organizations
should conduct a thorough security assessment to
identify potential vulnerabilities and compliance gaps.
This assessment should include an analysis of existing
data handling practices, user access controls, and
network configurations.
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OPSWAT METADEFENDER FOR FILE SECURITY

Protect Your Files,
In Transit or at Rest

MetaDefender for File Security is designed to enhance file security in
AWS environments by addressing the unique challenges associated with
cloud applications. Here's how it supports organizations in maintaining
compliance and security:
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MetaScan™ Multiscanning

MetaDefender for File Security is equipped with a multiscanning
engine that scans files with 30+ anti-malware engines and
increases the detection rate to nearly 100%. MetaScan™
Multiscanning is crucial for catching threats that may evade
single-engine detection. This approach also ensures that files
entering AWS environments are thoroughly inspected.

Deep CDR™

Deep CDR technology deconstructs files, removing potentially
malicious and out-of-policy elements while retaining the original
file format. This capability ensures that uploaded, downloaded, and
shared files are safe to use across the organization.

10

Proactive DLP™

Proactive DLP helps organizations prevent unauthorized exposure

of sensitive data. By scanning files for Pll, PHI, and other sensitive
information, organizations can maintain compliance with regulations
that mandate stringent data privacy measures.

Scalability via Amazon Machine Image

With MetaDefender Core AMI [Amazon Machine Image],
organizations can efficiently deploy and scale MetaDefender file
security solution. AMIs provide a pre-configured, reusable instance
template with consistent settings. This not only accelerates the
deployment process but also supports scaling across different
environments as workloads grow.

Centralized Management and Reporting

MetaDefender for File Security offers centralized tools that
streamline the deployment of security policies across AWS
instances. Comprehensive reports and dashboards make it easier
for organizations to gain visibility into their regular data flows.

1
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Security in the Cloud: Protect AWS
EC2 Instances and S3 Storage

EC2-Based Applications

OPSWAT MetaDefender secures cloud applications
deployed via EC2 (Elastic Compute Cloud] instances

by adding an advanced file security layer that scales
with complex AWS environments. As applications
adjust in size and scope based on organizations’ needs
- whether through horizontal, vertical, or adaptive
scaling - MetaDefender delivers consistent file
protection across all EC2 instances.

When integrated with AWS’s “security of the cloud”
capabilities, MetaDefender for File Security fulfills
“security in the cloud,” meaning all assets stored in the
cloud are safe to use. Our solution adapts to fluctuating
workloads and protects against threats, while
reinforcing security in high-availability, multi-instance
deployment environments.
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MetaDefender Storage Security offers a comprehensive
solution to safeguard S3 environments. By seamlessly
integrating with AWS, it provides real-time file scanning
upon upload to S3 buckets and automated audit reports
for quick remediations.

This proactive approach enables the detection of
malware, zero-day threats, and compliance violations.
Additionally, MetaDefender Storage Security can
automatically redact or report sensitive and out-of-policy
data within files, further enhancing data loss protection.
By leveraging scheduled on-demand scans, organizations
can maintain a high level of security and compliance.
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How MetaDefender Supports Compliance Frameworks Wo Hlat’”
...e Help You Stay Comp(ian

MetaDefender for File Secuity helps align with various compliance standards as part of securing AWS applications.

ance regulations ang Mmandates are underpinned p two key princ; pﬁ"
Y. Y pi y
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Protection of lnfrastructure

.~
D HIPAA
GD COMPLIANT

HIPAA and HITECH Compliance

MetaDefender’s file protection measures support
the secure handling of PHI and specific file types
used in the healthcare industry such as DICOM.
This helps organizations comply with HIPAA
regulations by preventing malware infiltration
and maintaining data integrity.

@ FedRAMP

FedRAMP Compliance for Federal
Government and SLED [State, Local,
and Education] Industry

MetaDefender’s ability to prevent malware
infiltration and sanitize files supports government
agencies’ need for secure, compliant cloud
operations under frameworks like FedRAMP.

When integrated with AWS’s “security of the cloud”
capabilities, MetaDefender for File Security fulfills
“security in the cloud,” meaning all assets stored in

PCI-DSS Compliance for
Financial Services

By securing files that contain sensitive
cardholder data and other customers’
confidential information, MetaDefender helps

financial institutions meet PCI-DSS requirements.

Our Proactive DLP technology prevents the
unauthorized sharing of sensitive information.
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GDPR Compliance for Data Protection

With Proactive DLP and other vulnerability scanning
features, MetaDefender assists organizations in
meeting GDPR requirements by protecting Pll and
ensuring secure file transfers, helping them avoid
potential fines for data breaches.

the cloud are safe to use.
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Recommendations

Implement Proactive Security Measures

Organizations should prioritize proactive security
measures to defend against file-borne threats.

This includes regularly updating and patching software,
employing IDSs (intrusion detection systems], and
conducting vulnerability assessments. By staying ahead
of potential threats, organizations can better protect
their AWS environments and maintain compliance with
regulatory requirements.

Regularly Review Access Permissions

Access permissions must be regularly reviewed and
updated to ensure that only authorized personnel can
access sensitive files. Organizations should employ the
principle of least privilege, granting users the minimum
level of access necessary to perform their duties. Regular
audits of IAM policies and user roles can help identify and
remediate excessive access rights.
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Develop an Incident Response Plan

Having a well-defined incident response plan is crucial
for organizations to respond effectively to security
breaches. This plan should include protocols for
detecting, reporting, and mitigating incidents, along
with roles and responsibilities for the incident response
team. Regularly testing and updating the incident
response plan ensures that organizations are prepared
to handle potential threats.

Foster a Security-First Culture

Creating a security-first culture within the organization
involves engaging all employees in security practices.
Regular training, workshops, and awareness campaigns
can help instill a security mindset among employees.
Encouraging open communication about security
concerns can also empower staff to report potential
issues, contributing to a more secure environment.

i/ A

Leverage Automation for Security Operations

Automation can significantly enhance security
operations in AWS environments. By automating
repetitive security tasks, such as file scanning and
incident reporting, organizations can free up resources
for more strategic initiatives. MetaDefender for File
Security automates file scanning processes to ensure
that threats are detected and addressed in real-time.
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Security Checklist for
Achieving Compliance

To secure AWS applications and maintain
compliance with file security standards,
organizations should:

o Conduct Regular Security Assessments:
Identify vulnerabilities and compliance gaps
through comprehensive security assessments.

o Implement AWS Security Tools: Leverage
AWS native security tools, such as |IAM,
S3 Bucket Policies, and CloudTrail, to
enhance security.

o Adopt Multi-Layered File Security Solutions:
Integrate MetaDefender technologies for
multiscanning, file sanitization, and data loss
prevention capabilities.

o Enforce Data Protection Measures: Ensure
encryption for data at rest and in transit and
implement strict access controls.

o Monitor and Audit Activities: Utilize logging
and reporting tools to track file activity and
conduct regular audits.

o Educate Employees: Implement training
programs to raise awareness about
file security best practices and
compliance requirements.

o Develop an Incident Response Plan:
Establish and regularly test an incident
response plan to prepare for potential
security incidents.

o Automate Security Operations:
Use automation to streamline security
processes and improve incident
response times.
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Secure Your o
AWS Assets with M
a Defense-in-Depth

Strategy

Securing AWS cloud applications against file-borne threatsis a

critical component of maintaining data integrity and compliance with MetaScan® Deep CDR™ Adaptive Sandbox Proactive DLP™
regulatory requirements. The shared responsibility model emphasizes

the need for organizations to take proactive measures to protect their

data and applications. By implementing best practices for file security

and leveraging advanced, multi-layered solutions like MetaDefender

for File Security, organizations can significantly enhance their security File-based Vumerabi“ty Threat Intelligence SBOMs Country of 0rigin
posture and compliance with industry regulations. Assessment

Air-Gapped On-Premises Cloud

Ready to learn more about
MetaDefender for File Security?

Visit: www.opswat.com/solutions/

file-security
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Appendices

Appendix A:
Regulatory Frameworks Overview
HIPAA

Securing PHI, implementing security measures,
breach notification

PCI-DSS

Protecting cardholder data, encryption, access
control, monitoring

FedRAMP

Security assessment and authaorization,
continuous monitoring

GDPR

Government-wide program for security assessment and
authorization, continuous monitoring
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Appendix B:
OPSWAT MetaDefender Technologies

Multiscanning

Scans files with 30+ leading anti-malware engines.
Detects nearly 100% of malware.

Deep Content Disarm
and Reconstruction [CDR)

Removes harmful content while preserving file usability.
Recursively sanitize multi-level nested archives. 100%
Protection Score verified by SE Labs.

Proactive Data Loss Prevention [DLP]

Detects sensitive data in both texts and images to prevent
unauthorized access. Automatically redacts identified
sensitive information like PII, PHI, PCI, and more.

Adaptive Sandbox

Dynamically detects malicious behaviors. Adaptive,
rapid, and in-depth threat analysis. 100x more resource
efficiency than other sandboxes.

Appendix C:
Resources

OPSWAT MetaDefender for File Security
https://www.opswat.com/solutions/file-security

MetaDefender Core for AWS Cloud Applications
https://www.opswat.com/products/metadefender/core

MetaDefender Storage Security for S3
https://www.opswat.com/solutions/storage-security/s3-
compatible-storage-security

MetaDefender ICAP Server
https:/www.opswat.com/products/metadefender/icap
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GET STARTED

Are you ready to put
OPSWAT solutions on
the front lines of your
cybersecurity strategy?

Talk to one of our experts today.

Scan the QR code or visit us at:

OPSWAT.

Protecting the World’s Critical Infrastructure

For the last 20 years OPSWAT, a global leader in IT, OT, and
ICS critical infrastructure cybersecurity, has continuously
evolved an end-to-end solutions platform that gives public
and private sector organizations and enterprises spanning
Financial Services, Defense, Manufacturing, Energy,
Aerospace, and Transportation Systems the critical
advantage needed to protect their complex networks

from cyberthreats.

™1y

Built on a “Trust no file. Trust no device."" philosophy,
OPSWAT solves customers’ challenges like hardware
scanning to secure the transfer of data, files, and

device access with zero-trust solutions and patented
technologies across every level of their infrastructure.
OPSWAT is trusted globally by more than 1,700
organizations, governments, and institutions across
critical infrastructure to help secure their devices, files,
and networks from known and unknown threats, zero-day
attacks, and malware, while ensuring compliance with
industry and government-driven policies and regulations.

Discover how OPSWAT is protecting the world’s
critical infrastructure and securing our way of life;
visit www.opswat.com.

©2024 OPSWAT Inc. All rights reserved. OPSWAT, MetaScan, MetaDefender, MetaDefender Vault, MetaAccess, Netwall, OTfuse,
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